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Four Questions To Ask Yourself After This Class

* What are the responsibilities of a file system? Why do we need it?

* What are the layers and core data structures in VFS?

* What are the common on-disk file system data structures? What are
their purposes?

* Canyou describe steps a file system performs when you call
open (), read () andwrite ()



Block vs. File Storage

* Block storage
* expose a device as a linear array of fixed-size
* read/write by (block address, length)
* user manages data organization
 example: HDD, SSD and virtual devices

* File storage

* expose data as named files in directories with operations like
open/read/write/close, plus permissions and metadata

* read/write by (file path/descriptor, offset, length)

* example: file system



Block vs. File Storage

BLOCK STORAGE

LANDLORD
(Storage Array) =

Ve = | B (Storage Controller)
USER ‘ , l
Block Storage is like renting a parking lot. The File Storage is like a valet service. You don’t know
landlord just gives you a defined space. You decide or care where the car is paris parked. You just
how to paint the lines, where to park the cars, and hand over your ticket (filename/path), and the

you keep your own log of who is parked where. retrieves your car for you.



Data organization and naming

OS view of disk

* How do we organize data?
* how can you make sure that you can find what you want later?
* not nearly as easy as it seems, e.g., where is your calculus 1 exam paper?
* How do you find free space?

* This is changing with LLM
* increasingly natural language is used to find information
* research: how should we organize data in the LLM era?



Data organization and naming: possible solutions

15161718 24| ...
OS view of disk

* Flat namespace
* early systems
* problem: naming collisions

* Hierarchical namespace (tree)
* modern standard
* files are leaves and directories are internal nodes
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Directory and File Structure

* Hierarchies help manage complexity

* mimics human brain categorization i b

 Benefits

* cognitive load management: more human-readable, easy for
search (early pruning)

* structure: embed information in the path

* scalability via splitting: split a directory when it gets too big

(Coarse Breakdown)
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Directory and File Structure: Challenges

SINGLE LOCATION
& AMBIGUITY

?
B

HARVARD  STORAGE

LECTURES HARVARD STORAGE

Where did | put it?
/harvard/storage/lecture_1.pdf
OR
/lecture/harvard/storage/1.pdf?

EACH FILE AT ONLY ONE LOCATION

USER CONFUSION &
MULTIPLE CATEGORIES

@o

PROJECTS

ARCHIVE

WHAT HAPPENS WHEN DATA OBJECTS
FIT INTO SEVERAL SUBDIRECTORIES?

PERFORMANCE
BOTTLENECKS

DEEP SUBDIR

DEEP DIRECTORIES UNLIKELY CACHE

VA7 WALKING THE TREE IS SLOW.
= — EACH ACCESS REQUIRES DISK SEEK.
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Directory and File Structure: Challenges

THE MOVE OPERATION & REQUIRED LOCKS |

KERNEL MUST LOCK:
4 —I_ ‘ 1. Directory A (Source Parent)

> ‘ 2. Directory C (Destination Parent)
@/ ——3 (§) 3. Directory B (The Victim)
' > @ 4. Directory D (Collision Check)

DEADLOCK SCENARIO: SIMULTANEOUS MOVES

MOVE r—
WAITING _ If WAITING R

. # A ‘_
FOR LOCK | N E FOR LOCK
: DEADLOCK! -
- D - Move /C/D to /A/B

Each process holds a lock the other needs, freezing the system.

PROCESS 1:
Move /A/B to /C/D

Move requires multiple locks that can easily lead to deadlock



Directory and File Structure: Tree and DAG

* Links turn the hierarchy into a Directed Acyclic Graph (DAG)

* Cycles over hard links are usually prevented by the kernel to avoid infinite loops,
symbolic links can still create cycles

1. THE DIRECTORY TREE
(Ideal Structure)

| ROOT (/)

2. LINKS & DAGs
(Directed Acyclic Graph)

3. CYCLES
(A Danger to Avoid)

=
A\

INFINITE
LOOP!

Strict hierarchy, no loops.
Like a biological tree.

Links add cross-connections.
Still no loops, but not a strict
tree anymore.

Symbolic links can point to
ancestors, creating a cycle.




Managing namespace: mount/unmount

* We can have multiple FS on one or more devices, but only one
namespace
* must combine the FSs into one namespace
* starts with a “root file system”
* “mount” operation attaches one FS into the namespace
 “unmount” detaches a previously-attached file system
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Managing namespace: mount/unmount

SEPARATE FILE SYSTEMS (FSs) ON DEVICES ONE UNIFIED NAMESPACE

=) £

DEVICE 1 DEVICE 2
(e.g., HDD) (e.g., USB Stick)

_____ 1’--------L_--__-__..
T
n /X

The “mount” The “unmount —
operation attaches FS_B operation
—@/B —@/Y to the /mnt point in the detaches it.
main namespace. E Y
FS_A FS_B

(Root File Svetem)



Abstractions

* File: metadata (inode) and a sequence of bytes, it does not store filename
* Directory: a special file that maps from names to files or directories

* Hard Link: a second name for the same file (inode).
* delete the original file, the data remains

e constraint: within partitions (inode numbers are only unique within a partition)
* Soft Link (Symbolic Link): a tiny file containing a path string
* e.g., ”/harvard/cs2640/slides/2_hdd.pdf"

* pointto a name, not a file (inode), delete the original file leads to dangling link
* benefit: can cross partitions and even point to network locations



Abstractions

* File
* metadata (inode) and a sequence of
bytes, it does not store filename

* Directory

* aspecialfile that maps from names to

files or directories

1. FILES & DIRECTORIES
FILE (The Data Container)

INODE (File ID)
= METADATA )
ﬁA

L (Permissions, Size, Timestamps, etc.)

SEQUENCE OF BYTES (Content)

0010110016000001001001001101001101011000
03001101010011010101160601166010181000111
0110110160016010118010166101010111010180
011011010101000105011010111111020051110
0101800008002001001603116200000010001080
00511200161100110101001016000101100. ...

\. =

*Does NOT store its own filename.*

DIRECTORY (The Map)
DIRECTORY )
(Special File)

e | wmT |

document. txt [Inode 101] 1
photos [Inode 102 (Dir)] )@

project [Inode 103 (Dir)]+

J

*Maps names to files or other directories.

!
&)




2. HARD LINKS (Multiple Names, One File)

Abstractions: Hard Link T R

. . FILE INODE 205
* A second name for the same file (inode) (Data & Metadata

S METADATA ©

« delete the original file, the data remains | © Timestamps.eto) B3

(0010510010101100100000 |

* constraint: within partitions (inode 0100110101156100000111

01101086100026101010100
0011011051066101010100

numbers are only unique within a partition) 1011113100109580211110
008112000011012100. - -

. J
. v

*Deleting one name reduces ref count; data remains until count is 0.*

3 -
PARTITION A PARTITION B
FILE INODE 205
DIR ENTRY
[ “report_final.pdf" ]—* ~¥ (Da:]E&Tr;;aTiata)
[ (Permissions, Size, ]

Timestamps, etc.)

\. _J

—_

*Constraint: Cannot cross partitions (Inodes unique only within a partition).



Abstractions: Soft Link

* Atiny file containing a path string
* pointto a name, not a file (inode), delete

the original file leads to dangling link

* benefit: can cross partitions and even
point to network locations

3. SOFT LINKS (Pointers to Names)

@ )

ORIGINAL FILE
"data.csv" (Inode 310)

SOFT LINK "mylink" data.csv
(TINY FILE, Inode 420) 00100100101800100000

01001301310100000111
"path/to/data,csv" 01101001600101616100

01100101001010010101
10111810203820511110

ey

0116606001602060063100

0811120001081100. . @
LL

DANGLING
(BROKEN LINK)

SOFT LINK "mylink"
(TINY FILE, Inode 420)

["pathlto/data.csv"

*Points to a path string. If original is deleted, link breaks.*

PARTITIONA " PARTITIONB |
<7 /

SOFT LINK “mylink"
| (TINY FILE, Inode 420) »|
[ ", ./partitionB/ remote_data"] | =3
" remote_data
- S

*Benefit: Can cross partitions and point to network locations.



Interface

 POSIX API
* Virtual File System (VES)



Overview

i )
User Space POSIX system calls

(Application) [ open() M read() ][ write() }[ close() ][ stat() ]( mkdir() ][ unlink() J

Kernel Space l l l l l I TData / Status
(System Call " Returni

Interface) Virtual File System (VFS) Abstraction Layer
—1 | Common File Dentry Cache Inode Cache 1 Generic Operations
Model (Path Lookup) (Metadata) ~ (vfs_read, vfs_write, etc.) |
ext4 NTFS NFS procfs tmpfs
(Linux) (Windows) (Network) (Pseudo) (Memory)

J

A A A
( Legend i
Hardware / @ “ o
: / —>» System Call Flow
Storage Device X4 —> Data/Return Flow

— ———— —— — ——<" 4




POSIX APIs (file systems)

* File I/0Os

* open (), read(), write(), close (), lseek (), fsync(),
unlink (), truncate(), rename(), link (), readlink/()

* many others, at family, vector variants, soft/hard link operations



File I/0

OS Permission Check
& Setup

File Table Entries
(Internal Data Structures)

open()

,@/

File Descriptor Handle
(Process-Specific Integer)

close()

SESSION
(Open File Descrip‘tion)

Remembers Current Offset into File

Postpones Full Deletion (Local Files)
(Optional/Explicit) (Optional/Explicit)
read() write() |

!

T

Iseek()

Update

Memory Buffer
(Copy To/From) Bytes

Ends Session, Destroys Handle, Read/Write

Releases Locks/Resources

Offset



POSIX APIs (file systems)

* File I/0Os

* open (), read(), write(), close (), lseek (), fsync(),
unlink (), truncate(), rename(), link (), readlink/()

* many others, at family, vector variants, soft/hard link operations

* File management

* creat (), unlink (), truncate (), rename ()

* Directory operations
* opendir (), readdir (), closedir ()

* chdir (), getcwd()



POSIX APIs (file systems)

* Metadata operations

e stat (), chown (), utime (), umask/()

* Others
* locking: flock (), fcntl ()
* memory-mapped I/O: mmap (), munmap (), msync (), madvise ()

* VM APIs, but uses page cache (read and write)
* specialfile creation: mkfifo ()



Virtual File System (VFS): Three Layers

* Translation layer between user interface and different file systems

USER SPACE

Top (User): Sees generic System Calls

open() read() write()

VIRTUAL FILE SYSTEM (VFS) INTERFACE
Middle (VFS): Defines a standard interface that all filesystems must support

Superblock Inodes Dentries Files

FILE SYSTEM DRIVERS / HARDWARE

Bottom (Drivers): The specific implementations that translate VFS requests into actual disk commands

extd XES NFES

) = (3]
I-/ —’]}% O : =

[ xes ]




Why VFS

* Unified namespace and abstraction

* mount a network drive (NFS) at /mnt/data, applications read/write to it
just like a local disk

* Pseudo-Filesystems
* VFS enables for filesystems that don't exist on disk at all

* /proc: avirtual filesystem
e reading /proc/cpuinfo doesn'tread adisk

* the VFS generates that text on the fly from kernel variables

* /sys: exposes hardware and driver info



Virtual File System (VFS): Four Pillars

* Superblock: global metadata of one mounted file system

* Inode (also called vhode):

* holds metadata (permissions, size, timestamps, block locations)

* Dentry: a directory entry
* the link between a name and an inode

* File: an openfile instance
* tracks the state of the open file instance (offset and the mode)

* These are all in-memory, superblock and inode have on-disk components
with the same names, but they are different



Virtual File System (VFS): Superblock

* Represents: a mounted filesystem instance
* One superblock per filesystem created during mount

* Contains filesystem-wide metadata and state:
* FStype/ops (ext4, xfs, nfs) and pointers to FS-specific structures
* block size, limits, feature flags
* the root dentry of that mount

lists/caches of inodes



Virtual File System (VFS): Inode

* Represents: a file object on disk
* Describes everything about a file except its name and its actual
data content
* file type (regular, dir, symlink...), file size
* permissions, owner, timestamps, link count
* pointers to page cache
* Every file has exactly one inode

* inode is identified by a unique inode number within that filesystem



Virtual File System (VFS): Dentry

* Represents a specific component of a path
* the "glue" that links a human-readable string to inode

* VFS uses dentries heavily for pathname resolution (/a/b/c) and caches
them in the dentry cache (dcache)

* Can exist in multiple states:
* positive dentry: name resolved > ,
S Y 8 Why don’t we use the full path?
* negative dentry: name lookup fail
* Multiple dentries can rgq
* hard links: different na

* Mount point: /mnt/disk can points to different disks

at different time
* Permission: you may have access to /a/b but not /a




Virtual File System (VFS): File

* Represents: an open file description
* created when you open()
* destroyed when the last reference is closed

* Holds:

* current file position (offset)
* open flags (O_RDONLY, O_APPEND, etc.)
* pointer to the dentry and inode

* Multiple file objects can refer to the same inode:
* eachopen () createsone
* dup () shares the same struct



Virtual File System (VFS): Four Pillars

Object Represent Key Data Primary Purpose
' T
Superblock E.ntlre 28 Toie, bloak o Overall FS metadata and
Filesystem management
Inode Single File Perm|§3|ons, size, Metadata (S|ze., owner)
page list and data location
: - :
Dentry Path Fllgname Inode !Vlapplnga name to an
Component Pointer Inode
. Open Cursor position, Tracking process-
File e
Instance access mode specific state (offset)




Virtual File System (VFS): Four Pillars

$ cat /home/notes.txt

I
<

e VFS (Virtual Filesystem)

4

_ $ cat /home/notes.txt
Locates filesystem’s root

Homeone in entents.

SUPERBLOCK notesnt lata bug.
I ’ '
DENTRY INODE | FILE OBJECT
(Rioatht) Hnd5|noqggﬁgnber | | (for “cat” process)
i - - B (e.g |
root —» home | notes.txt | ﬁ g cu:mi:
/ Q Get data block pointers Thags B pIOATRSS

(to disk blocks) | & access data



File System Implementations

* Responsibilities of file systems
* On-disk data structures



File System Responsibilities

* Map file data to blocks
* how to organize data on disk?
* how to find the blocks of a file?

e how to store this information on disk?

* Track allocated and free space
 which blocks are free?
 how to find free blocks?



File Allocation Strategies

* How to assign blocks to a file
e goal: maximize utilization (space) and minimize
access time (speed)
* Contiguous (like array)
* simple and high read performance
* external fragmentation: deletions lead to holes
* growth problem: move file each time

* Linked allocation (linked list)

* poorread performance

* reliability: one bad block -> no pointer to later blocks
* overhead: pointeris 4 or 8 bytes

* example: FAT (store all pointersin a table)

1

CONTIGUOUS (Array-like)

Disk Blocks

2" 38 4. 5" 6 74879

File A

File B

*

External
Fragmentation
(Hole)

Growth Problem: Cannot expand

LINKED (Linked List)

Slow Sequential Access

Reliability Issue:
Bad block breaks chain




File Allocation Strategies

* Indexed allocation (inode) )
INDEX
» a special block (Index Block): a list of BLOCK DATA BLOCKS
pointers to data blocks -———& 8
. — > e
* fast random access and no fragmentation .\\
* overhead: tiny file requires an index block \E TN

e sjize limit: one index block has limited FastRandorn Accaas
pointers, use multi-level indexing Overhead for tiny files



File Allocation Strategies

* Extents-based allocation EXTENTS-BASED (Hybrid)
. hydbrld (Cj:OI’l]:blnltl?g contiguous and m Disk Blocks
inaexedatiocation EXTENTS [ 10 11 12 13 20 21
* allocate chunks instead of blocks: ol
(Start, Length)
store (start, length) (10, 4)
* reduced metadata, good sequential (20, 2)
Reduced Metadata

performance, low fragmentation Good Sequential Perf.

e modern standard: used in ext4, XFS, Modern Standard (ext4, NTFS)
Btrfs and NTFS



Free Space Management

* Problems: how to track and
allocate free blocks

{ SUPERBLOCK

* Free list: simple

e maintain a linked list of free blocks
and store the listin free blocks

* allocation: pop up one
* problem: no spatial locality

9 10
Allocated Allocated
*

11
Allocated

(Known Location)
FREE SPACE
HEAD PTR Allocated AIIocated
4 5
Allocated Allocated
—

Free

L2
2 bl 3 P 4
Free e- Free e- Free e-
et —————— SeS—— j
6 bl 7 bl 8
Free Free Free o
S e j
A Z
9 bl 10 bl 13
Free Free 0-1 Free
14 15 13 | Q@
Allocated Jll Allocated @ | NuLL




Free Space Management

* Bitmap: common
* tracking: array of bits for each block er i Fie [ Ff:e
* allocation: scan array and take first
 allocation (better): find free regions (Phiyslealiiege)
* use multi-level summaries to search
for contiguous blocks efficiently 11 12 13 14 15
Allocated Free Allocated Allocated Allocated
* e.g., level 0: block bitmap, level 1: 64-

block bitmap, level 2: 256 block bitmap
* easy update, good scalability —
* ext4 uses bitmap et

Lefienlly]]

v
RIEN o [o B3N« KBRH o o KIRH - IO




Free Space Management

* Free extent list: sometimes better
* extent: a contiguous range of blocks, represent as (start, size)

* tracking: maintain lists of free extents in two trees
* address-ordered: for coalescing on free
* size-ordered: for finding a certain size

* downsides

* small unfilled extents: huge unbounded metadata, slow search, many merges

* hard to maintain: concurrency, consistency

* used by XFS



On-disk Data Structures

* Superblock: FS metadata
* block size, capacity, inode count, block count, state, volume name, magic
* stored at multiple locations for redundancy

* Bitmap or free list: tracking free space
* Inode: metadata, permissions, and the pointer map
 Data blocks



On-disk Data Structures

DISK PARTITION
r r &
, : ¥ , ¥
FREE SPACE TRACKER INODE TABLE W DATA BLOCKS
BITMAP =Use INODE| _ INODES

L1 1o |+ . .| : / INODE #1234 — 3 || D D

SUPERBLOCK | i S -

1 ) METADATA

USED
USED
FREE
FREE
USED
FREE
FREE

FREE LIST j "
J

> T'w POINTERS

b

= (fir=! o
w ||l [NE]
T b o || o (%5)
: = ||= =)

NULL

FREE
FREE
FREE
FREE




On-disk Data Structures: Inode

* Metadata

file type: regular file, directory, symlink...

* permission, owner identifiers: UID and GID
timestamps: mtime, ctime, atime

file size, flags, attributes

* link count: #directory entries (hard links) pointing to it

inode does not

store filename!

* Data locations (one of the following)

* block pointers (classic inode design: ext2/3, many others)
* direct pointers and indirect pointers (pointing to index blocks with more block pointers)
* extents (common modern approach: ext4, XFS)

* Two types of inodes: file and directory



File system storage layout (physical view)

* Dictate file system performance

* Need to match the characteristics of the underlying storage devices

* HDD: slow random read and write, prefer sequential operations, so locality and
large transfers are important

* SSD: small random writes are bad (GC, WA, tail latency)

B

BI

T T

Disk Start Disk End




Comparing on-disk and in-memory (VFS) structures

Feature

On-Disk Superblock (e.g., struct

VFS Superblock (struct super_block) ext4_super_block)

Persistence Volatile (destroyed on umount) Persistent

Structure

Contents

Semarte (Eame o el flessioms) Specific (layout is unique to the filesystem

type)
Contains runtime state: mount flags, reference Contains static config: total inode count, block
counts, and pointers to operation functions count, UUID, pointers to inode tables

Feature

VFS Inode (struct inode) On-Disk Inode (e.g., struct ext4_inode)

Location

Identity

Lifecycle

Content

RAM (Kernel Memory) Disk (Inode Table)

Generic (standardized interface for kernel) Specific (optimized for specific storage format)

Volatile (created when a file is accessed) Persistent (exists until the file is deleted)

Runtime state: locks, wait queues, dirty flags, Persistent data: permissions, owner,
reference counts timestamps, and pointers to data blocks
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